Redacted Copy — Available for Public Review

Pharmacy Benefit Services

eRFP: 41900-DCH0000136

PBA MSQ38.1 — Identity and Access

State of Georgia Management

MSQ38.1 - Identity and Access Management

Optum Rx is a part of UnitedHealth Group, which is a large public entity. We are heavily
regulated and have audits performed from a number of sources including Deloitte &
Touche (please see our annual report, page 84 for a clean opinion noted on our controls
over financial reporting), State Departments of Insurance, Model Audit Rule, customers
and other stakeholders. Optum Rx does not have a specific HIPAA report related to the
RxClaim application, however, we are in compliance with HIPAA requirements.

The RxClaim application and the Optum Rx shared data center infrastructure are
HITRUST certified which shows our security controls are working effectively. HITRUST
certification letters can be provided upon request. We would be happy to discuss your
needs and determine how we can assist you.
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November 9, 2023

Optum
11000 Cir
Eden Prairie, Minnesota 55344-2503

Based upon representation from management as to the accuracy and completeness of
information provided, the procedures performed by an Authorized External Assessor to validate
such information, and HITRUST's independent confirmation that the work was performed in
accordance with the HITRUST® Assurance Program requirements, the following platforms,
facility, and supporting infrastructure of the Organization ("Scope") meet the HITRUST CSF®
v11.1.0 Risk-based, 2-year (r2) certification criteria:

Platforms:
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Facility:

. _
’ The certification is valid for a period of two years assuming the following occurs. If any of these

| criteria are not met, HITRUST will perform an investigation to determine ongoing validity of the
certification and reserves the right to revoke the Organization's certification.

e Annual progress is being made on areas identified in the Corrective Action Plan(s)
(CAPs),

e No data security breach reportable to a federal or state agency by law or regulation has
occurred within or affecting the assessed environment,

¢ No significant changes in the business or security policies, practices, controls, and
processes have occurred that might impact its ability to meet the HITRUST Risk-based,
2-year (r2) certification criteria, and

e Timely completion of the HITRUST Interim Assessment for r2 Certification as defined in
the HITRUST Assurance Program Requirements.

HITRUST has developed the HITRUST CSF, a certifiable framework that provides organizations
with the needed structure, detail and clarity relating to information protection. With input from
leading organizations, HITRUST identified a subset of the HITRUST CSF controls that an
organization must meet to be HITRUST Risk-based, 2-year (r2) Certified. For certain HITRUST
CSF controls that were not being met, the Organization developed a CAP that outlined its plans
for meeting such controls.

HITRUST performed a quality assurance review to ensure that the control maturity scores were
consistent with the results of testing performed by the Authorized External Assessor. Users of
this letter can refer to the document Leveraging HITRUST Assessment Reports: A Guide for
New Users for questions on interpreting this letter and can contact HITRUST customer support
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* 6175 Main Street
HlTRUST Suite 400
Frisco, TX 75034
at support@hitrustalliance.net. Users of this letter are assumed to be familiar with and

understand the services provided by the organization listed above, and what specific services
are being used by the user organization.

A version of this letter with a more detailed scope description has also been issued by HITRUST
which can also be requested from the organization listed above directly. A full HITRUST
Validated Assessment Report has also been issued by HITRUST which can also be requested
from the organization listed above directly. Additional information on the HITRUST Assurance
Program can be found at the HITRUST website . =~ T ‘
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